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Project geography

▪ Cybersecurity operations build-out

▪ Incident detection and handling

▪ Establishment and support of Computer Security 

Incident Response Teams (CSIRTs) and Security 

Operation Centres (SOCs) 

▪ Cyber capacity building for organisations, sectors, 

and nations

Focus

Customers
Governments, public, and private sector 

organisations.

We are based in

Lithuania
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Dr. Vilius Benetis

Director

About

▪ Dr. Vilius Benetis specialises in security operations build-out: CSIRT/SOCs 

incident response capability establishment or modernisation for nations, 

regions, sectors, and organisations.

▪ Dr. Benetis is also a researcher and contributor to FIRST.Org’s CSIRT 

Services Framework and CIS Controls. He advocates SIM3 and SOC-CMM 

models for CSIRT/SOC modernisation and Oxford’s CMM model for 

national cybersecurity capacity building. 

▪ A graduate of Kaunas University of Technology (KTU), with a BSc in 

Computer Science as well as a  MSc and PhD in Teletraffic Engineering 

from the Danish Technical University.
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Areas of expertise

▪ CSIRT/SOC establishment

▪ Cybersecurity resilience and governance

Credentials and memberships in professional associations

CISA I CRISC I ITU-D I GFCE B I CIS I Certified SIM3 and SOC-CMM Auditor
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Protecting the critical infrastructure of SMEs from cyber-attacks
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Were you negligent or were you just victim?



If you are SME and negligent, how much you should to be punished?

▪You are punished by criminals

▪Should you be punished by law as well?
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Depends on the rules/culture/laws

▪What are cybersecurity culture? Does it draw line what is good-enough 

cybersecurity?

▪IS there anything what means REASONABLE CYBERSECURITY ???

▪Typical Attacks on SMEs:

▪Ransomware via vulnerable infrastructure

▪Email or Websites Phishing (BEC, credential harvesting via infostealers, ..)

▪Hacked infrastructure for reuse of other attacks 

(supply chain, C&C, malware distribution)
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Reasonable Cybersecurity: 

CIS Controls 8.1 Implementation Group 1
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CIS Controls 8.1
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Logic on CIS IG1:
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More resources:

▪https://www.cisecurity.org/controls

▪https://www.cisecurity.org/controls/cis-controls-list 

▪https://www.cisecurity.org/controls/cis-controls-navigator 
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Let's cooperate on 

securing

the digital 

environment!
Phone: +370 5 219 1919

E-mail: info@nrdcs.lt

Gynėjų str. 14, Vilnius

LT-01109, Lithuaniawww.nrdcs.eu
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